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Chapter 2

Algorithmic Manipulation: Influencing 
Consumer Behavior 

“ if you’re not paying for the product, then you are the product. “

Andrew Lewis

Zeynep Erdoğan1

Esen Gürbüz2

Abstract

Andrew Lewis’s quote, “If you are not paying for the product, you are 
the product,” summarizes the functioning of digital platforms. YouTube 
(excluding premium membership) and similar social media platforms provide 
free services to users while collecting user data to feed their algorithms and 
enhance engagement through personalized content and targeted advertising 
strategies (Iena, 2023:838-839). In this context, although users do not make 
direct payments, the revenue model is fundamentally based on extending the 
time spent on the platform.

Algorithms, combined with technologies such as artificial intelligence, 
machine learning, and deep learning, offer businesses the opportunity to 
analyze consumer behavior and personalize marketing strategies. However, 
these technologies are not only innovative tools but also have an aspect that 
includes ethical issues and manipulative effects. The algorithms behind digital 
technology, for instance, analyze users’ interests to keep them on the platform 
longer while also giving them the feeling of “missing out,” thereby influencing 
purchasing behavior. Furthermore, presenting content based on users’ 
emotional states, violations of data privacy, and elements of psychological 
pressure bring the ethical dimension of algorithmic manipulation into 
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question.This study explains the theoretical foundations of algorithmic 
manipulation, its potential negative effects on consumer autonomy, and its 
capacity to influence consumer behavior.

1. Introduction

Algorithms, rooted in the field of mathematics, have been developed to 
solve specific problems by utilizing mathematical logic and procedural steps 
(Sayılı & Dosay, 1991:102; Finn, 2017:17; Miyazaki, 2012; wikipedia.
org/03.01.2025). An algorithm is a procedure consisting of systematically 
defined and ordered instructions designed to solve a particular problem 
or perform a specific task. Algorithms take a given input, process it 
systematically, and produce the desired output (Önder, 2024; Chaudhuri, 
2020:2). According to Google’s definition, algorithms are mechanisms 
that analyze users’ queries through computational processes and formulas, 
transforming them into meaningful answers (Finn, 2017:18). More 
generally, an algorithm is a systematic method that processes input values 
according to a specific logical framework and transforms them into output 
values. While the problem definition identifies the intended output and the 
corresponding input-output relationship, the algorithm clearly and explicitly 
describes the steps to achieve this goal. In other words, an algorithm is a 
structured set of instructions designed to solve a specific problem (Cormen 
et al., 2009:5; Miyazaki, 2012; Chaudhuri, 2020:2; Altun, 2018:38).

The term “algorithm” originates from the medieval Western European 
term “algorismi” or “algoritmi,” which referred to the calculation method 
performed using Hindu-Arabic numerals. Various forms of this term, derived 
from the name of the mathematician Al-Khwarizmi, laid the foundation for 
the modern concept of the “algorithm” as a specific computational method. 
It is suggested that mathematical calculation methods were introduced 
to Western Europe through Al-Khwarizmi’s works, ultimately leading 
to the emergence of the term “algorithm” (Sayılı & Dosay, 1991:102; 
Finn, 2017:17; Miyazaki, 2012; wikipedia.org/03.01.2025; Üngör et al., 
2020:99). Based on the historical relationship between Al-Khwarizmi and 
algorithms, the Turkish Ministry of National Education has implemented the 
Khwarizmi Education Model to equip students with algorithmic thinking 
and problem-solving skills (harezmi.meb.gov.tr/03.01.2025; Coşkun Keskin 
et al., 2023:259).

Algorithms are clearly rooted in the field of mathematics, making it 
important to note that algorithms existed even before the emergence of 
computer science (Finn, 2017:17). However, the advancement of computer 
science and technology has facilitated the development of a greater number 
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of algorithms (Cormen et al., 2009:14). Mathematical thinking processes 
and systematic problem-solving methods have been employed across various 
disciplines throughout history. With the development of computer science, 
algorithms have become more distinct and structured. Algorithms are at 
the core of computer science. Many of the technologies used in modern 
computers are built upon algorithms (Cormen et al., 2009:14). Algorithms 
serve as the mechanisms underlying numerous technologies, enabling 
systems to operate faster, more efficiently, and more intelligently (Shekhar et 
al., 2018:674). Additionally, algorithms are defined as systems that develop 
effective strategies by providing solution-oriented steps when encountering 
any issue or problem (Özkök, 2019:14).

Technologies such as artificial intelligence, machine learning, and big data 
analytics enhance the accuracy and functionality of algorithms, facilitating 
the lives of both businesses and individuals (Arıcan Kaygusuz, 2023:534). 
In this context, machine learning, a subfield of artificial intelligence, has 
gained significant popularity in recent years, with many technology 
companies achieving remarkable advancements through algorithms in this 
domain. For instance, digital platforms like Netflix utilize machine learning 
algorithms to analyze users’ past viewing habits and provide personalized 
content recommendations (Shekhar et al., 2018:674). Particularly, “deep 
learning” stands out as a branch of artificial intelligence that offers significant 
innovations in areas such as speech recognition, personal assistants, image 
recognition, and security camera analyses. These algorithms, which possess 
the ability to learn at a speed comparable to human perception, are referred 
to as “deep learning” (Arıcan Kaygusuz, 2023:534).

In addition to their robust infrastructure and numerous advantages, 
algorithms also have ethically and socially controversial aspects (Kayıhan 
et al., 2021:296). It is argued that algorithms are not only tools used to 
solve problems and facilitate human life but are also employed to manipulate 
users’ data (Finn, 2017:17). With technological advancements, ethical issues 
related to algorithms have been observed to increase. For instance, algorithms 
can sometimes lead to ethical concerns such as misinformation, violations of 
data privacy, or the creation of discrimination. This situation indicates that 
algorithms can be viewed not only as tools for beneficial purposes but also 
as instruments carrying the risk of misuse. Therefore, adhering to ethical and 
transparency principles is crucial during the development and application of 
algorithms (Kayıhan et al., 2021:296).

Etymologically, the term “manipulation,” meaning “to operate” and 
“to use” (Özkök, 2019:14), refers to the process of altering information 



10 | Algorithmic Manipulation: Influencing Consumer Behavior

through selection, addition, or removal (Fırat, 2008:22-23). The concept of 
manipulation has been addressed from various perspectives across different 
disciplines and is generally defined as the process of misleading and directing 
an event, situation, or individuals (Eryılmaz, 1999:21; Altuncu, 2013:116).

An important aspect of manipulation involves influencing an individual 
without fully engaging their rational faculties (Sunstein, 2016, cited 
in Christiano, 2022:110). According to Ergül Güvendi (2023:57), 
manipulation is related to the psychological and social effects consciously 
applied by one individual to influence, direct, and alter the behavior of 
another individual against their will. According to Atan et al. (2013:2), 
manipulation is the reorganization of data in accordance with a specific 
intention, involving the use of misleading methods in the process.

Algorithms operate as a series of step-by-step procedures or commands 
executed to achieve a specific goal. In this process, they determine how to 
proceed to reach the defined objective and ensure that these actions are 
carried out in a particular sequence (Goffey, 2008, cited in Witzenberger, 
2017:17). Algorithms perform functions such as analyzing user behavior, 
providing content and recommendations based on personal preferences, 
guiding individuals or groups toward specific ideas, shaping public opinion, 
and delivering content based on emotional states. However, it should be 
considered that during the stages of data collection and processing, these 
processes may lead to conscious or unconscious manipulations of users.

Manipulation refers to the deliberate intervention in the message 
structure and content between the sender and the receiver. This intervention 
is typically carried out by the source of the message or through specific tools, 
and it affects the cognitive processes of the receiver, influencing them to 
generate desired thoughts and ideas, with the aim of changing or directing 
individuals’ thoughts for various purposes (Elitaş, 2022:115). Particularly, 
the functionalization of data-driven marketing activities indicates that an 
approach centered on the consumer, with the primary goal of influencing 
them, has been adopted. In this context, algorithms play a critical role 
in marketing processes (Karaman, 2021:1341-1344). While consumer 
manipulation was previously carried out through traditional communication 
channels, with the widespread use of digital environments today, this 
process is also conducted through digital channels. The spread of deceptive 
content in digital and internet environments, the exploitation of individuals’ 
vulnerabilities, social media addiction, social isolation, digital harassment, 
data privacy violations, and unethical practices such as guiding individuals 
through manipulative methods are becoming increasingly significant issues 
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(Şen, 2024:18). In this context, it should not be overlooked that algorithms 
are not only tools that improve user experience but also mechanisms 
that direct and even manipulate individual behaviors. In this regard, the 
widespread use of algorithmic manipulation and the magnitude of its effects 
are critical issues that must be considered. This section explains the potential 
of algorithms to influence consumer behaviors through data manipulation.

2. Algorithmic Manipulation and Its Theoretical Foundations

Algorithms are fundamental elements that determine the operation 
of digital systems and infrastructures. They not only guide the operation 
of a single software or device but also form the foundation of a wide 
technological system, including the internet, mobile devices, digital services, 
and network infrastructures (Kitchin, 2014:11; Karaman, 2021:1341). 
Algorithms are powerful tools that are rapidly evolving and integrated 
into many different areas of our lives today (Finn, 2017:15; Witzenberger, 
2017:25). Algorithms not only regulate the operation of technical systems 
but also form the foundation of technological processes that have deep 
impacts on daily life (Kitchin, 2014:11; Karaman, 2021:1341). On 
digital platforms, manipulation strategies of algorithms are referred to as 
“algorithmic manipulation.” This manipulation strategy processes user data 
to direct individuals toward specific behaviors (Vangeli, 2023:15). The 
effect of manipulative messages prevents individuals from making rational 
evaluations within the information pollution (Elitaş, 2022:116).

Manipulation is a type of psychological influence that shapes people’s 
behaviors and thoughts, targeting social consciousness. Directing individuals 
to perform certain actions unconsciously and creating a socio-psychological 
control mechanism that is difficult to notice by the target audience are 
among the core functions of manipulation (Rohach & Rohach, 2021:47). 
Algorithmic manipulation becomes more complex and problematic as online 
algorithms are trained with more personalized user data. Algorithms are fed 
with users’ health status, age, past experiences, and other personal data; they 
use this information to better predict and guide user behaviors (Vangeli, 
2023:15). The prominent aspect of algorithmic manipulation is the amount 
of data that algorithms can process, the accuracy of targeting individuals, 
and the ability to calculate and continuously update all these processes at 
high speed (Christiano, 2022:115).

Algorithms have powerful functions such as controlling the flow of 
information, shaping user behaviors, and influencing social processes 
(Witzenberger, 2017:18). Hypernudging is a strategy that attempts to 
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influence individuals’ decisions by presenting relationships and connections 
determined by algorithms to users (Rickert, 2024:424). Hypernudging 
enables algorithms to dynamically restructure the guidance process based 
on the data they receive. In this process, algorithms are updated according 
to individuals’ current behaviors and previous interactions, providing 
personalized guidance (Christiano, 2022:115).

Recommendation algorithms, as part of recommendation systems, work 
by analyzing data such as users’ past behaviors, preferences, and profiles to 
predict whether they will like a specific product or content (Isinkaye et al., 
2015:262). Persuasion algorithms, on the other hand, are systems designed 
to encourage individuals to adopt a specific behavior change (Albers et al., 
2022:2). These types of algorithms are strategically used to influence users’ 
decisions and guide them toward a specific goal (Karaman, 2021:1341).

3. Areas of Application and Behavioral Effects of Algorithmic 
Manipulation

Algorithms use data to perform analysis, make accurate predictions, 
and contribute to the efficient operation of processes in order to achieve a 
specific goal (Witzenberger, 2017: 24-25). With advancements in computer 
science, algorithms are no longer limited to academic or technical fields; they 
are also finding widespread application in the business world (Karaman, 
2021:1341). The fact that algorithms are indifferent to ethical and moral 
values in social interactions and fail to adhere to ethical rules while managing 
human social relationships and interactions is noted as a significant issue. 
This indifference can lead to algorithms influencing people in a manipulative 
manner (Vangeli, 2023:13).

The power of algorithms has become more visible, particularly in fields 
such as digital media, artificial intelligence, data analytics, and social media 
(Witzenberger, 2017:18; Saurwein & Spencer-Smit, 2021:223). Individuals 
are continuously interacting with structures shaped by algorithms at every 
stage of their daily lives in the digital world, from online dating to route 
navigation, information searching to shopping (Striphas, 2015, cited in 
Witzenberger, 2017:17).

Every online action of users is added to the data set, allowing algorithms 
to use this data to develop strategies for more accurately predicting and 
influencing individuals’ behaviors (Vangeli, 2023:15). For example, when a 
user wants to purchase a book online, the system analyzes their behavior in 
detail. All interactions, such as the products the user has viewed, purchased, or 
added and removed from the cart, are recorded, and these data are compared 
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with the behaviors of other users with similar interests. As a result, the 
algorithms created from this process offer personalized recommendations, 
helping to understand user behavior (Özkök, 2019:9-10) and shaping the 
user experience.

Algorithms are used in various fields, ranging from stock market 
transactions (such as investment decisions and trading strategies) to music 
composition (such as creating lyrics and melodies), from autonomous 
vehicles to writing news articles (Finn, 2017:15). With these developments, 
technological advancements and digitalization also significantly expand 
areas susceptible to manipulation (Atan et al., 2013:2). This situation brings 
with it the foreseeable risk of increased manipulation through widely used 
algorithms.

Algorithmic manipulation, unlike traditional manipulation techniques, 
offers more systematic and targeted interventions by utilizing big data 
and artificial intelligence systems (Vangeli, 2023:13). In this regard, 
manipulations can be carried out by companies and other organizations 
in various environments and contexts, for different purposes (Ljubičić & 
Vukasović, 2023:11).

Algorithms encompass a wide range of disciplines (Witzenberger, 
2017:25). Manipulation, on the other hand, is a phenomenon that is 
commonly encountered across different disciplines and various application 
areas (Begtimur, 2022:10). A review of the literature reveals not only the 
concept of algorithmic/algorithm manipulation (Fletcher, 2021; Galli, 
2022; Vangeli, 2023; Fu & Sun, 2024), but also the manipulation concept 
being addressed in different contexts: digital manipulation (Reaves et al., 
2004; Singh et al., 2024; Mucundorfeanu et al., 2024; Elitaş, 2022), market 
manipulation (Putniņš, 2012; Li et al., 2024), digital market manipulation 
(Calo, 2013; Greiss, 2021), marketing manipulation (Ljubičić & Vukasović, 
2023; Jiaying & Lasi, 2023), consumer manipulation (Witte, 2023; Li & 
Li, 2023; Reuille-Dupont, 2023; Quinelato, 2024), online manipulation 
(Susser et al., 2019; Susser et al., 2019a; Boldyreva et al., 2018; Botes, 
2023), social media manipulation (Bastos, 2024; Maathuis & Kerkhof, 2023; 
Maathuis & Godschalk, 2023), FoMO (fear of missing out) manipulation 
(Tan et al., 2024; McKee et al., 2023), manipulation of needs (Lodziak, 
2003; Yılmaz & Tatoğlu, 2024; Senemoğlu, 2017; Rohach & Rohach, 
2021). These manipulation concepts can be applied in different areas (e.g., 
politics, finance), and are particularly common in the field of marketing. 
While politics and marketing are the areas where manipulation is most 
prominently used, its effects have also been observed in many disciplines such 
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as media, psychology, finance, and public relations (Begtimur, 2022:10). 
The primary reason for this is that manipulation is a powerful method aimed 
at influencing and directing human behavior (Vangeli, 2023:2; Michalak 
& Stypiņski, 2023:196). In this context, politicians, managers, mass 
communication actors, and marketers are among the groups that have most 
effectively utilized manipulation throughout history (Begtimur, 2022:10).

In marketing, manipulation techniques can be applied in promotional and 
business activities to facilitate the sale of products and services (Vukasović & 
Ljubičić, 2022:104). This leads to the possibility of consumers encountering 
manipulation techniques in their daily lives (Ljubičić & Vukasović, 2023:11). 
Advertising strategies, pricing policies, shrinkflation3, consumer purchasing 
processes, product features, product placement, labeling, packaging designs, 
fake word-of-mouth (WOM), fake user reviews, campaigns, and consumer 
experience, when combined with the use of personal data on online 
platforms, result in the widespread use of manipulation techniques in the 
marketing field. This can lead to consumers being guided consciously or 
unconsciously, directly affecting their decision-making mechanisms.

The impact of manipulation in fields such as journalism, photography, 
and social media is becoming increasingly evident (Atan et al., 2013:2). 
Social media stands out as an effective tool for manipulating masses, and 
it is noted that manipulative content can spread rapidly through these 
platforms (Atan et al., 2013:2). Platforms like social media, e-commerce, 
and search engines present content based on users’ interests, and techniques 
such as hypernudging and micro-targeting4 are used in this process (Çaycı, 
2021:909). For example, Facebook and other advertising platforms use 
user data for marketing purposes by allowing advertisers to select specific 
users and target them with well-crafted messages (Chouaki et al., 2022:1). 
Applications like filter bubbles ensure that the social media algorithm only 
allows the individual to consume information that aligns with their interests 
and ideology (Çaycı, 2021:909). Filter bubbles5 are cognitive barriers that 

3 Shrinkflation: It is a strategy where the size, quantity, or weight of a product is reduced while 
keeping the price constant or limiting the price increase to a minimum level (Erdoğan & 
Gürbüz, 2023:1). This strategy is considered a manipulative marketing method because it 
may lead consumers to unknowingly purchase less product for the same price. Especially when 
the reduction in product quantity or size is not explicitly stated, consumers may engage in 
purchasing behavior without noticing this change, creating the impression that companies are 
manipulating consumer behavior.

4 Micro-targeting aims to deliver engaging and relevant messages to individual users, 
encouraging them to pay attention to the advertisement or take a desired action (such as 
making a purchase or sharing the message on their social networks).

5 Filter bubbles (the personalized flow of information tailored to an internet user's preferences 
and past interactions) can limit how a person views the world and what information they can 
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emerge as a result of excessive personalization, limiting digital consumers’ 
ability to notice alternative offers, products, or service options (Karaman, 
2021:1347-1348). In this regard, journalist and writer Serdar Kuzuloğlu 
states that “the addictive nature of social media platforms for users and their 
continuous use throughout the day does not indicate that the content is consumed 
unconsciously or of high quality. The main reason for this is the influence of the 
algorithms operating behind the content.” According to Kuzuloğlu, algorithms 
are developed as a result of the collective efforts of psychiatrists, psychologists, 
behavioral scientists, algorithm experts, and other scientists from various 
disciplines (gencenderun/instagram.com/19.02.2025).

The role of manipulation in the communication process is also quite 
prominent, and it is well known that mass media plays a central role in 
manipulation strategies. Mass media not only targets individuals but also 
communities, functioning as a tool for mass guidance (Elitaş, 2022:115-
116). In the context of mass media, manipulation is manifested through 
the misguiding and directing of the masses with a one-way flow of news. 
Information from the news source is restructured during the process from 
production to consumption and presented in different contexts, gaining a 
manipulative function (Fırat, 2008:22-23). Especially in digital environments 
where individuals are constantly online, manipulation strategies through 
visual and auditory messages are applied systematically (Elitaş, 2022:115-
116).

Algorithms play a critical role in various sectors such as healthcare, 
finance, transportation, education, and agriculture, aiming to increase 
efficiency, optimize processes, and make more accurate predictions. In 
this regard, it can be said that algorithms have a significant impact across 
numerous sectors and have become an indispensable element of daily life 
(Arıcan Kaygusuz, 2023:534). However, effective management of this 
process requires the use of data (Witzenberger, 2017:17). Algorithmic 
analyses based on personal data and user behaviors have the potential to 
influence individuals’ decisions. These strategies are implemented through 
the use of personal data (Karaman, 2021:1341), and it is known that they 

access. When the content on the internet is solely customized for the individual, it may become 
difficult for them to encounter different perspectives and new information. In other words, 
a filter bubble refers to the intellectual isolation created when websites selectively present 
information through algorithms that analyze data such as users' clicking habits, browsing and 
search history, and location. In this case, users are only exposed to content that aligns with 
their interests and previous preferences, significantly reducing the likelihood of encountering 
differing opinions and alternative information (Pariser, 2011 cited in Boyacı Yıldırım & 
Özgen, 2024:511).
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are more likely to produce manipulative outcomes. In practice, when data is 
processed, attention is drawn to the Personal Data Protection Law.

4. The Effects of Algorithmic Manipulation on Consumer 
Behavior

Businesses aim to influence consumers’ decision-making processes in favor 
of their products or services by utilizing various stimuli and communication 
techniques (Yurtsever & Akın, 2022:257). To achieve this, they intentionally 
implement various strategies to capture consumers’ attention and enhance 
their loyalty. However, at a certain point, these strategies go beyond merely 
persuading the consumer and start to subtly and covertly direct their behavior, 
essentially manipulating them (Reuille-Dupont, 2023:17). For instance, the 
smell of bread in a supermarket evokes positive associations and encourages 
consumers to purchase, or the use of the color green creates the perception 
that a product is environmentally friendly, both serving as concrete examples 
of this phenomenon (Akgün, 2021:271).

The field of marketing has always been an unexplored aspect of the 
economic system, and each year, marketing techniques and marketing itself 
evolve in parallel with new technologies. (Vukasović & Ljubičić, 2022:103). 
With the expansion of marketing, the area of manipulation, which now 
has many subheadings and subcategories, is also growing. Consumers’ 
right to make free choices is a fundamental source of motivation that 
shapes their behavior.  However, even when consumers are independent of 
external influences, they may not have full control over the outcomes of 
their decisions (Wertenbroch et al., 2020:430-431). According to a study, 
an algorithm created by analyzing data on a consumer’s shopping receipt 
reveals that consumers who buy chips often purchase cola as well. Based on 
this information, store management may aim to increase sales by placing the 
chips and cola shelves next to each other to optimize sales strategies (Arıcan 
Kaygusuz, 2023:534).

Businesses continually focus on consumers’ needs and, in order to 
attract them, may resort to exploiting their thoughts and desires or creating 
marketing strategies with deceptive guidance (Yurtsever, 2023:52). 
Marketing strategies aim to shape consumers’ perceptions and guide their 
purchasing decisions, sometimes incorporating elements of conscious 
manipulation. Specifically, the unconscious direction of consumers toward 
certain preferences makes the role of manipulation in marketing processes a 
subject of debate.
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It is stated that the information obtained about consumer behavior can be 
used not only to understand the consumer and shape production processes 
based on their needs, but also to manipulate the consumer. This information 
can be used to consciously or unconsciously influence consumers’ purchasing 
decisions in favor of the business (Strang, 2014:248-249). A business can 
influence the consumer’s decision-making process with covert and targeted 
strategies, often in its own interest. In this case, although the consumer may 
think they are making decisions freely, the majority of these decisions are 
actually shaped within the framework pre-determined by the organization 
(Witte, 2024:3-4). The consumer, unaware of the manipulation, may 
believe they are making an independent choice, but in reality, these decisions 
have been directed through manipulative methods (Vukasović & Ljubičić, 
2022:103).

The primary goal of manipulations is to prevent consumers from making 
conscious and rational decisions, encouraging them to purchase a particular 
product or service through automatic responses or emotional influences. This 
allows businesses to gain control over consumer behavior. The strategies used 
in these types of manipulations generally involve emotional, psychological, 
and behavioral tactics aimed at influencing consumers’ decision-making 
processes without their awareness (Susser et al., 2019:1). Baron (2003) 
categorizes manipulation into three main categories: deception, coercion, 
and strategies based on emotions, emotional needs, or character weaknesses 
(Baron, 2003, cited in Witte, 2024:3-4). Similarly, Michalak and Stypiņski 
(2023:203) emphasize in their research that manipulation, particularly based 
on influencing emotions, has a significant impact on consumer decisions.

One of the new dimensions that manipulation has gained with 
digitalization is algorithmic manipulation, especially conducted through 
algorithms (Vangeli, 2023:13). Digital marketers can influence consumer 
decisions through algorithms and direct these decisions in a way that creates 
the illusion that consumer autonomy is preserved and they are making 
their own choices. In this case, while consumers are made to feel that they 
have more control and freedom, in reality, their behaviors and choices 
are predetermined and directed by algorithms (Wertenbroch et al., 2020: 
430-431). These algorithms used on digital platforms strategically filter 
and organize the content individuals are exposed to, thereby shaping their 
preferences and behaviors in a specific direction (Vangeli, 2023:13).

Algorithms provide a significant advantage for businesses in analyzing 
consumer behavior. By processing big data analytics quickly and efficiently, 
they determine consumer preferences, habits, and needs, thereby helping 
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businesses develop strategies that better meet customer expectations. 
Additionally, algorithms optimize business processes, increase efficiency, and 
accelerate decision-making processes. In this regard, algorithms become a 
core component of consumer-focused applications and innovative business 
models (Karaman, 2021:1341). Furthermore, on e-commerce platforms, 
algorithms offer personalized product recommendations based on users’ past 
purchasing behavior and habits, while on social media platforms, they suggest 
content based on viewing habits (Arıcan Kaygusuz, 2023:534). Moreover, 
businesses aim to increase consumer engagement and gain an economic 
advantage over competitors by pre-designing consumer interactions. These 
strategies increasingly blur the line between persuasion and manipulation. In 
the process of directing consumers toward specific decisions and behaviors, 
algorithmic manipulations are used by analyzing their preferences and habits 
(Özuz Dağdelen, 2024:35). To reduce the excessive burden of options that 
consumers face when making choices, businesses use recommendation 
algorithms and targeting methods. These algorithms can enhance perceived 
autonomy by making it easier for consumers to find the products and 
information they prefer. However, at the same time, these systems can 
expose consumers to more external influences during their decision-making 
process, which may weaken their real autonomy. This creates a paradox 
between perceived autonomy and real autonomy (Wertenbroch et al., 2020: 
432). Although digitalization is said to make consumer behavior more 
independent and faster, granting greater autonomy in decision-making 
processes (Şen, 2024:18), the ability to influence consumers through 
digital manipulation techniques can violate this autonomy and hinder their 
decision-making processes with their free will (Susser et al., 2019:8). Thus, 
while the algorithms underlying digitalization provide consumers with 
more information, they also have the power to shape their decision-making 
processes through hidden influences.

The intervention of algorithms can weaken consumers’ ability to make 
independent choices and may turn them into a part of a strategic manipulation 
aimed at keeping them on the platform for longer periods. This leads to 
an unconscious impact on the consumer’s autonomy6 (Wertenbroch et al., 
2020: 432). For example, false reviews and ratings can create a misleading 
impression about the quality of a product or service. Comments such as 

6 Consumer autonomy refers to an individual's ability to remain independent from external 
pressures, particularly from excessive influence or manipulation by marketers, during the 
purchasing or decision-making process. In this context, it means that consumers can make 
their decisions solely based on their own information and will, without external imposition or 
control (Drumwright, 2016 cited in Bjørlo, 2021:2).
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“Amazing! The product exceeded my expectations, you must buy it!” may be used 
to portray a product as being of higher quality than it actually is, even though 
the reviews are fake. All of these strategies can disrupt consumers’ more 
conscious decision-making processes and manipulate their behaviors. These 
types of manipulations can have negative effects, especially on consumer 
autonomy (Susser et al., 2019:1).

Consumers may share small amounts of personal data in order to gain 
autonomy. For example, when users conduct a Google search to obtain 
useful information, they share their data in exchange for information. 
However, these small-scale data-sharing actions can lead to a larger flow of 
data and manipulation over time. As a result, consumers may unknowingly 
lose their autonomy. This situation is often likened to the famous “frog in 
boiling water” story (Wertenbroch et al., 2020: 432). For instance, when a 
consumer buys a shirt from an e-commerce site, the website’s algorithm may 
suggest similar clothing or complementary products. While this may appear 
to be a recommendation system based on the consumer’s preferences, over 
time, the system may lead the user towards specific products, potentially 
causing manipulations that lead to impulsive shopping decisions (Çalapkulu 
& Buran, 2023:142).

In today’s society, many systems that are part of consumers’ social lives 
(such as online shopping, search engines, and navigation apps) operate 
through algorithms (Striphas, 2015, cited in Witzenberger, 2017: 17). 
Through social media platforms, individuals can benefit from consumer-
oriented positive contributions such as information sharing, participation in 
public discussions (Vangeli, 2023: 2), access to entertainment, socializing, 
and freedom of expression. These platforms, while having functions such as 
raising social awareness, organizing awareness campaigns, and strengthening 
interpersonal bonds, can also provide a space for the spread of disinformation 
campaigns and manipulative content (Yılmaz, 2024: 3; Tekke & Lale, 
2021: 56). Deepfake technology can be used to manipulate faces with high 
realism. Nowadays, there are numerous deepfake videos created, particularly 
targeting celebrities and politicians, circulating on the internet. These videos 
are often used to damage the reputations of celebrities or to manipulate 
public opinion, posing a serious threat to social stability (Yu et al., 2021: 
607).

Social media algorithms provide businesses with valuable data about 
consumers, enabling them to gain insights and improve user experience 
(Saurwein & Spencer-Smith, 2021: 225). While they offer users an 
environment where they can move freely and select and view the content 
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they desire, they can also have negative effects that raise societal concerns. 
One of the primary negative impacts is the potential for algorithms to 
create an infrastructure that encourages harmful behaviors (Saurwein & 
Spencer-Smith, 2021: 225). Social media applications use various strategies 
through algorithms to keep users on the platform for longer periods. This 
can weaken individuals’ perception of making free choices and lead them 
to display behaviors that are unconsciously guided, or in other words, 
manipulated (Wertenbroch et al., 2020: 432). For example, after viewing a 
brand’s page on Instagram, the consumer may be shown advertisements for 
similar brands, businesses, and products, which are facilitated by algorithms 
within the platform (Çalapkulu & Buran, 2023: 142). Facebook uses data 
and algorithms to determine whether users belong to ethnic minority groups 
and serves them targeted advertisements specific to those groups (Saurwein 
& Spencer-Smith, 2021: 227). During the 2016 U.S. Presidential election, 
the Trump campaign used Facebook ads to specifically target African 
American voters (Green & Issenberg, 2016: 1). In this context, algorithms, 
particularly through online advertising, can also lay the groundwork for 
discriminatory practices. Algorithms are used as an infrastructure to target 
or exclude certain user groups, which can lead to various harmful effects 
(Saurwein & Spencer-Smith, 2021: 227).

The widespread adoption of new digital and online sociotechnical 
systems, such as artificial intelligence-based social media, micro-targeted 
advertising7, and personalized search algorithms, has led to significant 
changes in the ways user interactions, data collection, and behavior influence 
are conducted. However, because these technologies and techniques have 
the capacity to target and influence individuals on an unprecedented scale, in 
a more sophisticated, automated, and pervasive manner, they raise concerns 
about their manipulation potential and spark various debates (Ienca, 2023: 
833). As a person continues to use a social media platform like Instagram, 
the platform collects more data about the user’s online habits. This data is 
recorded, classified, and analyzed, creating a personalized mental model of 
the user (Jago, 2022: 159). This model allows for the delivery of personalized 
content and advertisements based on the user’s interests, interaction patterns, 
and behavior. 

7 Micro-Targeted Advertising: A technique used by advertisers to deliver personalized and highly 
targeted messages to specific individuals or groups based on demographic, behavioral, or 
psychographic characteristics. This technique involves collecting and analyzing large amounts 
of data from various sources, such as social media platforms, search engines, and third-party 
data providers, and using this data to create highly customized advertising campaigns (Ienca, 
2023: 839).
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Through algorithms and personalization techniques, platforms such as 
YouTube, Netflix, and Instagram recommend similar content as users watch 
videos they like (Susser et al., 2019:1). Although features like Instagram’s 
Reels, TikTok’s Explore, and YouTube’s Shorts claim to offer users the 
opportunity to choose the videos they want, the majority of this content is 
directed by the platforms’ algorithms. While users may think they are making 
free choices, the algorithms present content based on their interests and 
previous interactions, thereby guiding their attention to certain videos. This 
situation creates an illusion of freedom, while users are actually exposed to a 
content flow determined by the platforms (Wertenbroch et al., 2020:432).

Bjørlo (2021:15) argues that the weakening of consumer autonomy 
hinders individuals’ ability to make decisions freely, and that this has negative 
effects on consumer welfare and social sustainability. In this context, it is also 
significant that manipulation conducted through artificial intelligence and 
related digital technologies is qualitatively no different from manipulation 
through human-to-human interactions in the physical world, and can violate 
certain fundamental freedoms or rights concerning the individual’s mind 
and thoughts (Ienca, 2023:833).

Conclusion and Recommendations

Businesses view being strong and effective as a key strategy to increase 
consumption rates and direct consumers to their own brands. Digital channels 
play a critical role in providing access to and interaction with consumers, 
while the data collected from these platforms enable the development of 
personalized marketing strategies. Technological advancements offer the 
potential to enhance consumer experiences in conjunction with marketing 
activities. However, marketing strategies implemented on digital platforms 
do not always remain within ethical boundaries. Manipulative techniques, 
which risk directing or misleading consumer behavior, lead to ethical debates.

In digital environments, algorithms are among the key elements that 
guide consumers and increase consumption behavior. The data collection and 
processing capabilities of digital platforms make algorithmic manipulation 
an important tool in marketing strategies. While algorithms shape consumer 
behavior through targeted product or service presentation, they can also 
pave the way for unethical practices. The impact of AI-powered algorithms 
on marketing is increasing, but this impact does not always have a positive 
outcome and carries the risk of undermining consumer autonomy. Particularly, 
AI-based manipulation techniques promote unconscious consumption 
decisions, raising serious ethical concerns.
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In the future, as marketing practices based on algorithms become more 
widespread, this will require stricter and normative regulations regarding 
ethical use. In this context, regulations play a crucial role in protecting 
consumer rights and keeping businesses within ethical boundaries. At the 
same time, it is important for consumers to recognize the algorithmic 
manipulations they encounter in digital environments and make conscious 
decisions. Consumer awareness and education should accelerate in parallel 
with the rise of digital manipulation. This study, which could guide future 
research, offers several suggestions to the literature:

• Studies should be conducted to examine the effectiveness of educational 
programs aimed at increasing consumer awareness of algorithmic 
manipulation. The role of digital literacy in combating manipulation should 
be addressed in detail.

• Research should focus on examining the impact of algorithmic 
manipulation on consumer autonomy. Particularly, studies that define 
ethical boundaries and evaluate whether these boundaries are violated are of 
significant importance.

• The use of AI-based algorithms in marketing processes, how they shape 
ethical boundaries, and their long-term effects on consumer autonomy 
should be investigated.

• Research on the effects of global and local regulations aimed at setting 
ethical standards in digital marketing practices and limiting algorithmic 
manipulation should be increased.

• Studies should be conducted to examine the effects of algorithmic 
manipulation used on social media platforms on consumer behavior.
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